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Preface

Every line of code is an act of trust.

The developer trusts that the function they’re calling does what its name says. The team trusts that the test suite catches regressions. The organization trusts that what ships to production reflects its standards, its values, its accumulated wisdom about what works and what doesn’t.

Most of the time, that trust is unearned.

Not because developers are careless. Not because teams lack standards. But because the mechanisms that are supposed to enforce those standards — documentation, code review, process checklists, good intentions — are voluntary. They work when people remember to follow them. They fail silently when people don’t.

This book is about two systems that, taken together, replace unearned trust with mechanical certainty and institutional memory. The first is quality-gate-swift, a modular, AST-powered static analysis tool for Swift that makes it physically impossible to commit code that violates your standards. The second is the Institutional Judgment System, a four-layer feedback loop that captures the reasoning behind every override, every exemption, every calculated risk — and feeds that institutional memory back into the next quality gate run.

One is a gate. The other is a mirror. Together, they produce something that neither documentation nor process can deliver on its own: software you can actually trust, built by an organization that actually learns.






Part I — The Gate




The Gate and the Mirror

How mechanical enforcement and institutional judgment build software you can trust.



Every line of code is an act of trust. The developer trusts that the function they’re calling does what its name says. The team trusts that the test suite catches regressions. The organization trusts that what ships reflects its standards.

Most of the time, that trust is unearned — not because people are careless, but because the mechanisms meant to enforce standards (documentation, code review, checklists, good intentions) are voluntary. They work when people remember to follow them, and fail silently when they don’t.

This series is about two systems that, together, replace unearned trust with mechanical certainty and institutional memory.


The Gate

quality-gate-swift is a modular, AST-powered static-analysis tool for Swift. It reads the tree, not the text: every rule walks the SwiftSyntax abstract syntax tree, so it understands scope, type context, and control flow. That precision is what lets it block rather than merely warn — 33 checkers, 1,700+ tests, zero regex, held to its own standard on every commit.

The Gate posts walk through every checker: what it catches, the real bug that motivated it, how it’s detected, and how it dogfoods itself.



The Mirror

A gate tells you no. It doesn’t tell you why you said yes the last time you overrode it. The Institutional Judgment System is the other half: a feedback loop that captures the reasoning behind every override, exemption, and calculated risk — and feeds that institutional memory back into the next gate run. Nothing is silent; everything is recorded, dated, and human-inspectable.

The Mirror posts are, frankly, the more interesting half — because they’re where the influence of Ray Dalio’s Bridgewater shows up as working code: Dalio’s five-step loop (Goals → Problems → Diagnosis → Design → Doing) mapped onto every failure; believability-weighting as a per-writer track record; radical transparency as “recorded, never silent.” Principles, turned into algorithms, turned into a machine.



Where to start

Filter by family below — or start with the two anchor posts: A Gate, Not a Linter for the philosophy of mechanical enforcement, and The Mirror for how the judgment system learns. Everything here dogfoods itself: this very site is a node in the corpus.







A Gate, Not a Linter

The philosophy behind quality-gate-swift: why mechanical enforcement beats good intentions, and what it takes to earn the right to block a commit.




The fifty-five error incident

We had thirteen documents. Sixty-one kilobytes of coding rules. A TDD contract with a mandatory VERIFY step. A session workflow. Design-proposal templates. Release checklists. Floating-point formatting guides.

None of them prevented us from shipping fifty-five errors and fifty-three warnings in a single batch of commits.

The failure happened during a sprint to build new modules for the Institutional Judgment System — the very system designed to help organizations learn from their mistakes. The workflow was followed: DESIGN, RED, GREEN, REFACTOR, DOCUMENT. Tests first. But the workflow has six steps, and the sixth is VERIFY — run the quality gate before committing. It got skipped. Every time. Across dozens of commits.

Floating-point exact equality in tests. Unreachable dead code left from refactoring. Public APIs with no documentation — in a project whose own doc-coverage checker flags exactly that. Silent error swallowing. Fifty-five errors, in the tool built to prevent these exact problems.

The root cause was not a lack of documentation. The documents were fine. The root cause was that documentation describes the ideal process, and nothing forced adherence to it.

That crystallized the principle underneath the whole project:


If a rule matters, it needs a hook, not a document.



A linter is a document with syntax highlighting. It tells you what’s wrong and lets you ship anyway. A gate is a hook. It doesn’t happen when you remember; it happens every time, and when it fails, the commit does not happen.



To block, you must be right

The moment you decide to block rather than warn, everything changes. A warning can be 60% accurate and still be useful. A gate that’s 60% accurate is a gate people rip out within a week — and rightly so. An ignored checker is worse than no checker, because it trains people to skip gate output entirely.

So the entire design is organized around one demand: nearly every finding must be real. That single constraint drives every technical choice in the tool.


It reads the tree, not the text

Most quality problems in Swift aren’t typos — they’re structural. A force-unwrap that crashes on the one nil you didn’t expect. An async stream whose cancellation path was never specified. A pointer that escapes the block that owned it. These are invisible to a regex, which can’t tell value! from value != nil from a ! inside a string literal.

Every rule in quality-gate-swift walks the Swift abstract syntax tree via SwiftSyntax. It knows scope, type context, and control flow. That’s what makes it precise enough to block. Zero regex — 33 checkers, all AST-based.



Precision is the product

Precision isn’t a nicety; it is the deliverable. Two numbers make the point. The first run of the dead-code checker against a real app (Narbis) emitted ~1,064 findings — almost all from a vendored SDK the team couldn’t change. A gate that cries wolf 1,064 times is one people learn to ignore. Tightening the checker drove that to 0. Later, a noisy duplication pass produced 14,000+ findings; the same discipline collapsed it to 11 genuine ones.

Every hour spent killing a false-positive class buys the right to keep blocking.



Recorded, never silent

Zero-tolerance doesn’t mean zero exemptions. It means no silent ones. Every exemption is a single inline comment that states why — // SAFETY:, // Justification:, // keychain:exempt — recorded, dated, and searchable. You can see every place the rules were consciously relaxed, and so can the next person. There is no --no-verify culture, no backlog of ignored warnings.




The architecture that makes it cheap

The reason this scales is a single protocol:

public protocol QualityChecker: Sendable {
    var id: String { get }
    var name: String { get }
    func check(configuration: Configuration) async throws -> CheckResult
}


That’s the whole contract. Implement it, return a CheckResult with diagnostics, and register the module in one line. The reporters (terminal, JSON, SARIF for GitHub Code Scanning, Xcode build phase), the config loader, the parallel runner, the exit-code wiring — all of it works automatically.

The cost of adding a new check is proportional to the complexity of the check, not the complexity of integrating it. That matters more than it sounds. When integration is expensive, you don’t add checks — you write the rule in a style guide, tell yourself you’ll remember, and the bugs ship anyway. When integration is one new file and one line, you add the check. And then the bugs don’t ship.



Flag to understand, not forbid

Not every checker blocks. Some are advisory by design — complexity, legibility, smells, duplication — surfacing unusual-but-legitimate code with a recorded acknowledgment rather than a hard stop. The rule for advisory tools is strict: earn your keep or get removed. If a checker’s findings are consistently ignored, the correct response is to disable it, not to force compliance. An advisory checker exists to help you understand the shape of the codebase, not to boss it around.

The gate blocks on correctness and safety. It informs on everything else. Keeping that line clean is what keeps the gate trusted.



It’s held to its own standard

quality-gate-swift runs its own 33 checkers on every push. Its ~1,700 tests are the tool held to the standard it enforces. When it finds a false positive, it finds it against itself first — like the recursion checker flagging its own SwiftSyntax visitor, caught and fixed before it ever shipped to another project. Dogfooding isn’t a virtue signal here; it’s the primary test harness.



The gate is half the story

A gate tells you no. It’s mechanical, unambiguous, and it never forgets to run. But it has no memory of why you said yes the last time you overrode it. It can’t tell you that this exact exemption has been taken four times across three projects, or that the reasoning that justified it last quarter no longer holds.

That’s the other half — the Mirror — and it’s where this project stops being a linter and starts being an organizational nervous system. But the Mirror only works because the Gate is honest: every block, every exemption, every reason, recorded and never silent. Enforcement first. Then memory.



Source: github.com/jpurnell/quality-gate-swift







RecursionAuditor

Catching infinite-recursion bugs that the compiler is perfectly happy with.



I ran a usage analysis on my recent coding sessions. One bullet jumped out: convenience inits with infinite recursion, flagged only later by SourceKit. It had cost me a session to track down. SourceKit catches some of these eventually; the Swift build catches others; none of them were caught at quality-gate time, which is exactly when I want them caught.

So RecursionAuditor catches the ones that compile cleanly.


What it catches

// ❌ Convenience init forwarding to itself with identical labels
class Foo {
    init(name: String, age: Int) { self.name = name; self.age = age }
    convenience init(name: String) {
        self.init(name: name)   // ← infinite recursion
    }
}

// ❌ Computed property referencing itself
struct Foo { var value: Int { value } }

// ❌ Function with no base case
func loop(_ n: Int) -> Int { return loop(n) }

// ❌ Mutual recursion across files (caught via project-wide call graph)
// A.swift
func a() { b() }
// B.swift
func b() { a() }




How it’s detected

The mutual-cycle detector builds a project-wide call graph keyed by qualified name (Type.method(label:)) and runs Tarjan’s strongly-connected-components algorithm. A cycle is reported only if none of its participants have a guard-driven base case. Both intra-file and cross-file cycles are detected — regex could never do this, because it requires knowing what calls what across the whole package.



The dogfooding story

The base-case heuristic was originally “any guard statement in the body.” That worked for the test fixtures. But the first time I ran the auditor against quality-gate-swift itself, it flagged its own SwiftSyntax visitor — a legitimate recursive-descent walker whose base case is “the AST is finite,” not a syntactic guard.

So I tightened the heuristic to also recognize bare return statements and returns of literal/identifier expressions as evidence of a non-recursing path. The fix took fifteen lines. Re-running: zero diagnostics. Fixing a false positive in the auditor itself, against my own codebase, before shipping it — that’s exactly what dogfooding is for.

8 rule IDs. All tests passing.



Try it

quality-gate --check recursion




Source: github.com/jpurnell/quality-gate-swift







ConcurrencyAuditor

Catching Swift 6 strict-concurrency bugs that compile cleanly and trap — or race — at runtime.




What it catches

// ❌ @unchecked Sendable with no justification
final class Cache: @unchecked Sendable { var entries: [String: Int] = [:] }

// ✅ With justification — accepted
// Justification: synchronized via NSLock; see Cache.swift:42
final class Cache: @unchecked Sendable { var entries: [String: Int] = [:] }

// ❌ Sendable class with mutable state (private doesn't change the rules)
final class Foo: Sendable { private var x = 0 }

// ❌ Task in an actor capturing self with no isolation hop
actor A {
    var x = 0
    func f() { Task { self.x += 1 } }   // races — runs off-actor
}

// ❌ @MainActor deinit touches stored state — a runtime trap in Swift 6
@MainActor class A { var x = 0; deinit { print(x) } }


The auditor maintains an explicit isolation-context stack (.none, .mainActor, .actor(name:)) and consults the top of it to decide whether a rule fires. Type declarations reset isolation to .none unless explicitly @MainActor, so a class lexically nested inside an actor does not inherit actor isolation. The escape hatch is a justification comment immediately above the declaration — adjacency is strict, so the mechanism stays searchable and auditable.



The Narbis race — the rule that was born from a real bug

The most valuable rule here, cancellation-checkpoint-after-loop, came from a production race in Narbis, a biofeedback headset app. A session could end two ways — complete on its own, or the user could stop it. The loop consumed sensor data with for try await over an AsyncThrowingStream, and the author handled two exits: the stream finishes, or it throws.

But there’s a third. When the task is cancelled, a for try await on an AsyncThrowingStream ends quietly — the iterator returns nil; it does not throw. So a user-initiated stop fell straight through to session.markCompleted() and was silently recorded as completed.

for try await sample in stream {
    try Task.checkCancellation()
    process(sample)
}
// reached on BOTH normal completion AND cancellation
session.markCompleted()   // ❌ mislabels a cancelled stop


It survived Design-First TDD, three green gate cycles, and only surfaced when parallel package gates accidentally stress-loaded the scheduler. The rule flags exactly this shape — an await loop, in a function that already treats cancellation as meaningful, followed by exit-reason-dependent code with no post-loop cancellation check. It has to know the function boundary and walk the loop’s following statements in control-flow order, which is why it’s AST-based, not regex.

8 rule IDs. All tests passing.



Try it

quality-gate --check concurrency




Source: github.com/jpurnell/quality-gate-swift







PointerEscapeAuditor

Catching Unsafe*Pointer values that escape the withUnsafe* closure that owns their memory.



This is the auditor I wish I’d had a year ago.


The motivating incident

final class FFTBackend {
    var workspace: UnsafeMutablePointer<DSPSplitComplex>?

    func setup(input: [Float]) {
        input.withUnsafeBufferPointer { buf in
            self.workspace = buf.baseAddress.map { /* … */ }
            //   ↑ pointer escapes the with-block; the memory is gone
            //     after this closure returns. Compiles cleanly.
        }
    }
}


The result was intermittent memory corruption that manifested as test failures only under load. It took days to find. PointerEscapeAuditor catches this exact pattern — and eight other escape shapes — at quality-gate time:

error: pointer escapes by being stored in a property
       FFTBackend.swift:14:13
       rule: pointer-escape.stored-in-property
       fix:  Store the pointee value or a Sendable copy instead.



How it’s detected

The auditor walks every withUnsafe* call site, tracks the closure parameter ($0, named, or _), and checks for nine kinds of escape: direct and wrapped returns (through struct inits, tuples, arrays, Any boxes, ternaries), assignment to outer/global/static/instance storage, append/insert into outer collections, inout-style sinks, closure capture that outlives the block, Unmanaged retain leaks, and OpaquePointer round-trips.

It’s precise about value vs. pointer access: ptr.pointee is a value (not flagged), ptr.baseAddress is a pointer (flagged), ptr + 1 is a pointer (flagged), ptr.reduce(0, +) is a value (not flagged). Nested with-blocks push their bound names onto a stack so an inner closure can flag escape of the outer pointer.

For genuinely safe escape destinations — specific vDSP entry points, certain CFData accessors — you opt in per project rather than shipping a global list that drifts:

pointerEscape:
  allowedEscapeFunctions:
    - vDSP_fft_zip
    - vDSP_fft_zop


9 rule IDs. All tests passing.



Why the architecture made this easy

Each of these auditors slotted into quality-gate-swift in a few hundred lines, with no changes to the existing checkers and no changes to the CLI runtime. The whole contract is one protocol:

public protocol QualityChecker: Sendable {
    var id: String { get }
    var name: String { get }
    func check(configuration: Configuration) async throws -> CheckResult
}


Implement it, register the module in one line, and the reporters, config loader, parallel runner, and exit-code wiring all work automatically. When the cost of adding a check is one new file and one line, you add the check — and then the bugs don’t ship.



Try it

quality-gate --check pointer-escape




Source: github.com/jpurnell/quality-gate-swift







FloatingPointSafetyAuditor

Two of the most common numerical bugs in Swift: exact floating-point equality, and division with no zero-guard.



Floating-point is where confident code quietly goes wrong. 0.1 + 0.2 == 0.3 is false. A denominator that’s usually positive is occasionally zero. Neither is a compile error; both are real bugs, and both showed up in the fifty-five-error incident that started this whole project.


What it catches

// ❌ fp-equality — exact equality on floating-point
XCTAssertEqual(score, 0.85)
if price == 19.99 { … }

// ✅ compare with a tolerance
XCTAssertEqual(score, 0.85, accuracy: 1e-6)
if abs(price - 19.99) < .ulpOfOne { … }

// ❌ fp-division-unguarded — division with no zero-check
let mean = total / count            // count can be 0

// ✅ guard the denominator
guard count > 0 else { return 0 }
let mean = total / count


Two rule IDs: fp-equality, fp-division-unguarded. Both walk the AST, so they distinguish a genuine floating-point == from an integer comparison or a == inside a string, and they see the actual division operator in context rather than pattern-matching a /.

The tests in quality-gate-swift itself follow the rule they enforce: never == for floating-point, always abs(a - b) < 1e-6; T.ulpOfOne for near-zero checks in production. A checker that flags exact equality had better not ship any.



Try it

quality-gate --check fp-safety




Source: github.com/jpurnell/quality-gate-swift







MemoryLifecycleGuard

Retain cycles, un-cancelled tasks, and unbounded streams — the memory bugs that don’t crash, they just leak.



Memory bugs in Swift rarely announce themselves. A stored Task that’s never cancelled keeps running after its owner is gone. A strong delegate quietly forms a retain cycle. An AsyncStream with no back-pressure grows without bound. The app doesn’t crash — it just gets slower, warmer, and stranger over hours.


What it catches

// ❌ lifecycle-task-no-cancel — a stored Task with no cancellation
final class Loader {
    private var task: Task<Void, Never>?
    func start() { task = Task { await load() } }   // never cancelled
}

// ❌ lifecycle-strong-delegate — a strong delegate reference (retain cycle)
var delegate: MyDelegate?          // should be `weak var`

// ❌ lifecycle-unbounded-stream — an AsyncStream with no termination path
// ❌ lifecycle-task-no-deinit — a Task-owning type with no deinit to cancel it


Representative rule IDs: lifecycle-task-no-cancel, lifecycle-task-no-deinit, lifecycle-strong-delegate, lifecycle-unbounded-stream, lifecycle-stream-terminated-elsewhere, lifecycle-delegate-retained-elsewhere.



Cross-file lifecycle analysis

The interesting part is what makes it precise. A Task stored in one file might legitimately be cancelled in another; a delegate declared strong here might be retained safely there. So the guard does cross-file analysis — the -elsewhere rules exist specifically to suppress a finding when the cancellation or the ownership actually lives in a different file. That’s the difference between a checker that nags and one you can leave on: it looks at the whole picture before it fires. Stale exemptions (lifecycle-stale-exemption) get flagged too, so suppressions don’t rot.



Try it

quality-gate --check memory-lifecycle




Source: github.com/jpurnell/quality-gate-swift







UnreachableCodeAuditor

Finding genuinely dead code — and the story of why precision is the whole product.




What it catches

// ❌ unreachable.after_terminator — code after a return/throw/fatalError
func f() -> Int {
    return 1
    print("never runs")   // ← dead
}

// ❌ unreachable.dead_branch — a branch that can never be taken
// ❌ unreachable.unused_private — a private symbol nothing references
// ❌ unreachable.cross_module.unreachable_from_entry — a public API no entry point reaches


The syntactic rules (after_terminator, dead_branch, unused_private) walk the AST. The cross-module rules go further: they cross-reference against the IndexStore to find symbols unreachable from any entry point across the whole package.



The 1,064-finding lesson

The first time the cross-module pass ran against a real app — Narbis, a multi-package biofeedback workspace — it emitted ~1,064 unreachable.cross_module findings. Almost all of them were in a vendored SDK the team didn’t own and couldn’t change.

A gate that produces 1,064 findings on its first run is a gate people delete. This was the moment the project’s central principle got real: precision isn’t a nicety, it’s the product. Tightening the checker (correct handling of vendored code, and — critically — skipping the cross-module pass on a stale index rather than emitting wrong-line findings) drove Narbis from 1,064 findings to 0.

That stale-index rule (unreachable.cross_module.stale) is worth dwelling on. A stale IndexStore records each symbol at its old line; once source above it shifts, every symbol below reports at the wrong line, and // LIVE: exemption matching misses, so live symbols look dead. Treating a stale index like a missing one — emit a .note pointing at a rebuild, don’t run against data you can’t trust — keeps the gate from failing on drift. The syntactic pass still runs.



Try it

quality-gate --check unreachable




Source: github.com/jpurnell/quality-gate-swift







ProcessSafetyAuditor

Unsafe process spawning and command-injection patterns — including a classic deadlock that hangs forever, silently.



Shelling out from Swift is deceptively easy to get wrong. Process + Pipe looks innocent, but there’s a trap that doesn’t show up until output crosses a threshold: if you spawn a process, call waitUntilExit(), and then read the pipe, you deadlock the moment the child writes more than the pipe buffer (~64 KB on macOS). The child blocks writing; the parent blocks waiting; nothing moves. Forever.


What it catches

// ❌ process.wait-before-read — read the pipe AFTER waiting: deadlocks past ~64 KB
let pipe = Pipe()
process.standardOutput = pipe
try process.run()
process.waitUntilExit()                                  // ← child fills the pipe and blocks
let data = pipe.fileHandleForReading.readDataToEndOfFile()

// ✅ drain the pipe before (or concurrently with) waiting
let data = pipe.fileHandleForReading.readDataToEndOfFile()
process.waitUntilExit()


Rule ID: process.wait-before-read. It also flags command-injection shapes — interpolated shell strings, unsanitized arguments passed to /bin/sh -c.



Caught in its own author’s code

The best endorsement I can give this checker is that it caught the exact bug in my code. While building the CI telemetry-push path — the code that publishes gate results to the corpus — the very first commit attempt had a waitUntilExit() before the pipe read. Under a small test fixture it passed; against real gate output it would have hung the moment the report crossed 64 KB. ProcessSafetyAuditor flagged it before it ever ran. That’s the whole argument for the tool in one incident: the bug that only appears under load, caught at commit time instead of at 2 a.m.



Try it

quality-gate --check process-safety




Source: github.com/jpurnell/quality-gate-swift







ComplexityAnalyzer

Cognitive complexity per function — plus the complexity that isn’t in any single function, but in how they call each other.



Most complexity tools stop at one function: count the branches, the nesting, the operators, print a number. ComplexityAnalyzer does that too (complexity.cognitive-threshold), scoring cognitive load in a way that penalizes nesting more than flat sequences — because a function with three nested ifs is harder to hold in your head than one with three sequential ones.

But the more interesting rules look between functions.


Amplification: complexity you can’t see locally

complexity.call-graph-amplification     — a simple-looking function whose callees make it expensive
complexity.cross-module-amplification   — cost that compounds across module boundaries

A function can look trivial and still be a problem, because it calls three functions that each call three more. The call-graph amplification rule follows the calls and surfaces the amplified cost — the complexity a reader pays when they actually trace what the function does. The cross-module variant tracks that cost as it compounds across package boundaries, where it’s hardest to see and most expensive to untangle.

This is advisory by design — it never blocks. Complexity is a signal to understand, not a law to obey; sometimes the amplified path is genuinely necessary. The analyzer’s job is to make the cost visible so the decision is deliberate. (Where the IndexStore isn’t available, the cross-module pass reports complexity.index-pass.skipped and stays quiet rather than guessing.)



Try it

quality-gate --check complexity




Source: github.com/jpurnell/quality-gate-swift







LegibilityAnalyzer

The most unusual checker in the suite: it never gates. It hands you a map.



Every other checker answers “is this line wrong?” LegibilityAnalyzer answers a different question: “if I dropped you into this codebase cold, where would you start reading, and what would trip you up?” It’s purely advisory — it never blocks a commit — and instead of a list of violations it emits a reading-order / module-map artifact.


What it surfaces


	Central-but-unoriented modules — a module that half the package depends on, but whose own purpose isn’t clearly stated. High blast radius, low legibility: exactly where a newcomer (human or AI) gets lost.

	Dependency cycles — modules that import each other, so there’s no clean order to read them in.

	Over-public surface — types and functions exposed as public that nothing outside their module actually uses. Every unnecessary public is a promise you didn’t mean to make and a reader you didn’t mean to confuse.





Why “flag to understand, not forbid” matters here

This checker is the purest expression of the project’s advisory philosophy. None of these are errors. A central module might be central for good reason; some public surface is genuinely API. The analyzer’s job isn’t to forbid — it’s to make the shape of the codebase legible so you can decide what to orient, what to break, and what to narrow. It produces a module map you can hand to a new contributor (or paste into an AI session) so they read in the right order instead of wandering.

A gate that only ever says “no” makes code correct. A tool like this helps make it understandable — and over a long-lived codebase, understandability is what keeps the correctness from decaying.



Try it

quality-gate --check legibility




Source: github.com/jpurnell/quality-gate-swift







SafetyAuditor

The workhorse. It enforces the zero-tolerance safety rules — and a real slice of the OWASP Mobile Top 10.



If quality-gate-swift has a flagship checker, it’s this one. It enforces the rules that keep a shipping app from crashing on its users, and the security patterns that keep it from leaking them.


The crash-safety rules

// ❌ force-unwrap — crashes on the one nil you didn't expect
let view = optionalView!
// ✅ guard let view = optionalView else { return }

// ❌ force-cast
let cell = item as! Cell
// ✅ guard let cell = item as? Cell else { return }

// ❌ force-try, and ❌ fatalError()/precondition() in production
let data = try! decode(payload)


The zero-tolerance rules — no !, no as!, no try!, no fatalError() in production — are the ones that show up in every “the app crashed” postmortem. Each has an escape hatch for the genuinely-safe case, and the escape hatch is a recorded // SAFETY: comment stating why: never silent.



The security rules — OWASP Mobile Top 10

The same AST walk powers a set of security checks mapped to the OWASP Mobile Top 10:

security.hardcoded-secret     security.insecure-transport
security.insecure-keychain    security.tls-disabled
security.weak-crypto          security.command-injection
security.sql-injection        security.path-traversal
security.ssrf                 security.eval-js

Hardcoded credentials, HTTP where HTTPS is required, weak crypto (MD5/SHA-1/DES), disabled TLS validation, SQL built by string interpolation, path traversal, server-side request forgery from dynamic URLs. These aren’t hypothetical: security.insecure-transport and security.weak-crypto are exactly the rules the compliance mapping later ties to HIPAA §164.312(e) and SOC 2 CC6.6.

A // SECURITY: comment exempts a validated case (a test fixture, a deliberately-allowlisted host) — recorded, with a reason, so an auditor can see every place a security rule was consciously relaxed.



Try it

quality-gate --check safety




Source: github.com/jpurnell/quality-gate-swift







KeychainSecretsChecker

Credentials written to UserDefaults instead of the Keychain — a plaintext leak that’s one line of code and one App Store review away from a breach.



UserDefaults is a plaintext .plist inside the app container: unencrypted at rest, and swept into iTunes/iCloud device backups. It’s the right tool for “has the user seen the tutorial.” It’s the wrong tool for an auth token. For a health or clinical app, a token in UserDefaults is a concrete breach surface. It’s also an easy, invisible mistake — which is exactly what a static check is for.


What it catches

// ❌ a secret written to UserDefaults
UserDefaults.standard.set(accessToken, forKey: "authToken")
defaults["refreshToken"] = token
UserDefaults.standard.setValue(apiKey, forKey: "clientSecret")

// ✅ store secrets in the Keychain




How it stays precise — the AST earns its keep

A naïve version of this check cries wolf constantly. The real one is a two-pass SwiftSyntax analysis, and its precision guards are the whole point:


	Receiver typing. It first records which identifiers are actually bound to a UserDefaults instance, so a same-named .set(...) on some other object never fires.

	The Bool/Int guard. A stored true or 3 is not a credential — so set(true, forKey: "hasSeenTokenTutorial") stays quiet even though the key contains “token.”

	Word-aware matching. tokenizer is not token; camelCase and acronyms are tokenized, so apiKey matches as a compound while tokenizerConfig does not.

	Severity by confidence. A string-literal secret key gates at .error; a match seen only in the stored value’s identifier softens to .warning.



Both a config allowKeys list and an inline // keychain:exempt (recorded, never silent) suppress a site. 14 tests; it validated end-to-end flagging a real authToken write while leaving the adjacent boolean line alone.



It’s also a compliance control

keychain-secrets is one of the technical-control checkers the compliance mapping ties to HIPAA §164.312(a)(2)(iv) (encryption), SOC 2 CC6.1, and ISO 27001 A.8.24 — a good example of a single AST rule doing double duty: catching a bug and producing audit evidence.



Try it

quality-gate --check keychain-secrets
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StochasticDeterminismAuditor

Unseeded randomness in production and tests — the source of the flake you can never reproduce.



A test that uses Int.random(in:) or .shuffled() with the system RNG passes forty-nine times and fails the fiftieth, on a machine you don’t own, with a value you can’t recreate. The bug isn’t in the code under test — it’s in the fact that the test isn’t deterministic. Non-reproducible failures are the most expensive kind, because you can’t even confirm you’ve fixed them.


What it catches

// ❌ implicit system RNG — non-deterministic
let pick = options.randomElement()
let n = Int.random(in: 0..<100)
let deck = cards.shuffled()

// ✅ seed it — reproducible every run
var rng = SeededGenerator(seed: 42)
let pick = options.randomElement(using: &rng)
let n = Int.random(in: 0..<100, using: &rng)


The rule flags the implicit-RNG forms and points you at the seeded overloads. The project’s own rule is blunt: stochastic tests always use a seeded RNG, never implicit .random(). A tool that flags unseeded randomness had better not contain any — and its tests don’t.

This pairs with its sibling, TemporalDeterminismAuditor: between them they close the two biggest sources of non-reproducible test behavior — randomness and the wall clock. Determinism isn’t pedantry; it’s the precondition for a test suite you can actually trust to tell you the truth.



Try it

quality-gate --check stochastic-determinism
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TemporalDeterminismAuditor

Wall-clock nondeterminism: simulated data stamped with .now, and tests that assert on measured elapsed time.



The wall clock is the other great enemy of a reproducible test suite. Two shapes cause most of the trouble, and this checker catches both — using the AST to tell them apart from legitimate uses.


What it catches

Simulated sources stamping .now. A data generator, fixture, or mock that stamps records with Date.now produces different output every run. That’s fine for real telemetry; it’s a bug in a simulated source that’s supposed to be reproducible.

// ❌ a synthetic fixture that isn't reproducible
func makeSample() -> Sample { Sample(timestamp: .now, value: 42) }

// ✅ inject the clock so the fixture is deterministic
func makeSample(at time: Date) -> Sample { Sample(timestamp: time, value: 42) }


Tests asserting on measured elapsed time. A test that does let t = Date(); …; XCTAssert(Date().timeIntervalSince(t) < 0.1) is asserting on how fast the test machine is. It passes on your laptop and fails in CI under load. The rule flags tests that assert on wall-clock elapsed time and points you at logical clocks or injected time instead.



Precise about which rule runs where

The checker is context-aware: a path containing /Tests/ runs the elapsed-time-assertion rule; production paths run the simulated-source rule. And it doesn’t flag its own timing — the auditor measures its runtime with ContinuousClock, which is exactly the right, non-flagged way to time an operation. It flags the patterns that make behavior non-reproducible, not every mention of time.

Together with StochasticDeterminismAuditor, it enforces the rule that makes the flip-detector and stress-mode of the test runner meaningful: a suite that’s deterministic to begin with, so a flip is a race, not the clock.



Try it

quality-gate --check temporal-determinism
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HIGAuditor

Apple’s Human Interface Guidelines are usually a PDF you’re supposed to remember. Here they’re SwiftUI rules the gate can check.



The Human Interface Guidelines are excellent and almost entirely unenforced — they live in a document, and documents don’t run. HIGAuditor takes the checkable subset and turns it into rules that fire on your SwiftUI code at commit time. It’s cross-platform aware: what’s correct on iOS isn’t always correct on macOS, and the auditor knows the difference.


The kinds of thing it catches


	Hit targets below the platform minimum — a tap target smaller than the guideline’s 44×44pt is a real usability defect, not a nitpick.

	Reserved keyboard shortcuts — binding a Command-key shortcut that the system already owns.

	Reduce-Motion / Reduce-Transparency — an .animation() with no reduceMotion check, or a Material background with no Reduce-Transparency guard, so the accessibility setting is silently ignored.

	Differentiate-Without-Color — state conveyed by color alone, with no guard for users who can’t distinguish it.



Each diagnostic cites its Apple HIG basis, so the finding is a pointer into the actual guideline, not just an opinion. And because it’s SwiftUI-structure-aware (AST, not regex), it can tell a padded 44pt button from a bare 20pt frame, and a genuinely reduce-motion-guarded animation from an unguarded one.

This is where the gate crosses from “will it crash” into “is it right for the person using it” — the same instinct behind the AccessibilityAuditor and the ContextAuditor. Correctness that stops at the compiler misses half of what “correct” means for software people actually touch.



Try it

quality-gate --check hig-auditor
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LoggingAuditor

print() in production, errors swallowed in silence, and os.Logger calls that leak private data — the hygiene of knowing what your code did.



Logging is how you find out what happened when you weren’t watching. Bad logging hygiene means either no signal (a print() that vanishes in Release, an error caught and dropped) or too much (a logger call that prints a user’s private data to the device console). LoggingAuditor catches both ends.


What it catches

// ❌ logging.print-statement — print() in production; invisible in Release
print("loaded \(user.email)")

// ❌ logging.catch-without-logging — an error caught and silently dropped
do { try save() } catch { }

// ❌ logging.silent-try — try? with no explanation
let data = try? Data(contentsOf: url)
// ✅ // silent: an unreadable cache file is simply skipped
let data = try? Data(contentsOf: url)

// ❌ logging.missing-privacy — os.Logger interpolating data with no privacy annotation
logger.info("token: \(token)")            // leaks to the console
// ✅ logger.info("token: \(token, privacy: .private)")


Representative rule IDs: logging.print-statement, logging.catch-without-logging, logging.silent-try, logging.missing-privacy, logging.no-os-logger-import, logging.bare-logger-init.

The try? rule is one I meet constantly in my own first-pass code — three times this project’s own gate caught me discarding an error without a // silent: reason, and each time the fix was to write down why the error was safe to drop. That’s the rule working as intended: not “never use try?,” but “never discard an error without saying why.” Adjacency is strict and the comment is recorded — searchable, never silent.



Try it

quality-gate --check logging




Source: github.com/jpurnell/quality-gate-swift







TestQualityAuditor

A green test suite is only reassuring if the tests assert something real. This checker audits the tests themselves.



The most dangerous test is the one that passes for the wrong reason. It runs, it’s green, and it checks nothing — a false sense of safety that’s worse than an honest gap, because nobody goes looking for coverage that appears to exist.


What it catches

// ❌ a test with no assertion at all
func testLoad() { let r = loader.load() }        // did anything get verified?

// ❌ a weak assertion — passes on almost any value
XCTAssertNotNil(result)
XCTAssertTrue(count != 0)
// ✅ assert the specific expected value
XCTAssertEqual(count, 3)

// ❌ floating-point exact equality in a test
XCTAssertEqual(score, 0.85)
// ✅ XCTAssertEqual(score, 0.85, accuracy: 1e-6)

// ❌ unseeded randomness in a test — non-reproducible
let pick = items.randomElement()


It flags missing assertions, weak assertions (!= 0, != nil instead of a specific expected value), floating-point exact equality, and unseeded randomness — the four ways a test quietly stops testing. The project’s rule is direct: assertions use specific expected values, not != 0 or != nil; tests are deterministic and reproducible.

This is the checker that keeps the flip detector and stress mode honest. A suite full of assertion-free tests would flip-detect nothing, because nothing was ever being asserted. Test quality is the foundation the rest of the test tooling stands on.



Try it

quality-gate --check test-quality
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ContextAuditor

If we can detect institutional patterns in override decisions, can we detect ethical patterns in the code itself? This is that checker.



ContextAuditor came directly out of building the Institutional Judgment System. If the whole project is about making judgment visible, the obvious next question is whether the code encodes judgments about the people it touches — and whether those judgments are made deliberately or by omission.


Four categories of ethical risk


	Missing consent guards — accessing location, contacts, camera, health data, calendar, or photos with no prior consent check in the enclosing function.

	Unguarded analytics — tracking user behavior with no opt-out guard.

	Automated decisions without review — an ML prediction feeding directly into a deny / block / suspend action with no human-review step.

	Surveillance patterns — background location tracking with no disclosure annotation.



// ❌ accessing health data with no consent check
let steps = try await healthStore.samples(for: .stepCount)
// ✅ // CONSENT: user opted in via Settings > Privacy
guard hasHealthConsent else { return }
let steps = try await healthStore.samples(for: .stepCount)


Each rule is suppressed with a justification annotation — // CONSENT: User opted in via Settings > Privacy. The requirement for justification text is deliberate: silent suppression is not allowed. An access that’s genuinely consented is recorded as such; an access that isn’t gets a finding.



Earn your keep or get removed

ContextAuditor is a separate, easily-disableable module, and that’s a design statement. If its findings are consistently ignored, the correct response is to disable it — not to force compliance. An ignored checker is worse than no checker, because it trains people to skip the gate’s output. This is the “flag to understand, not forbid” philosophy in its sharpest form: an advisory ethical checker has to earn its place, every run, or it should be gone.



Try it

quality-gate --check context
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AccessibilityAuditor

Missing labels, fixed font sizes, color-only meaning — the accessibility defects that never show up in your own testing, because you’re not the user who hits them.



Accessibility bugs are uniquely easy to ship: they’re invisible to the person who wrote the code and tested it with their own eyes and their own default settings. AccessibilityAuditor catches the common SwiftUI shapes at commit time, before they reach someone using VoiceOver, Dynamic Type, or Differentiate Without Color.


What it catches

// ❌ an image conveying meaning with no accessibility label
Image("chart-up")
// ✅ Image("chart-up").accessibilityLabel("Revenue up 12%")

// ❌ a fixed font size — ignores Dynamic Type
Text("Total").font(.system(size: 14))
// ✅ Text("Total").font(.body)

// ❌ meaning by color alone
Circle().fill(isError ? .red : .green)          // invisible to color-blind users
// ✅ pair color with a shape, label, or icon

// ❌ a decorative image not hidden from assistive tech
// ✅ Image("divider").accessibilityHidden(true)


It also flags custom tap controls without an accessibility label or hint, and onTapGesture used where a Button (with its built-in traits) belongs. Because it’s SwiftUI-structure-aware, it can tell a labeled image from an unlabeled one, and a decorative image correctly marked accessibilityHidden from one that was just forgotten.

Alongside the HIGAuditor and ContextAuditor, this is the part of the gate that insists “correct” includes correct for the person using it — a standard the compiler will never enforce for you.



Try it

quality-gate --check accessibility
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IdiomAuditor

The head of SwiftLint’s usage, rebuilt as native AST rules — so you can drop a tool instead of adding one.



The goal here was substitutional, not additive: adopting quality-gate should mean dropping a tool, not running one more. IdiomAuditor reimplements the most-used SwiftLint rules — about twenty of them — as native SwiftSyntax checks, so the style layer lives in the same gate as the correctness layer.


The kinds of rule

Empty-count (x.count == 0 → x.isEmpty), the redundant-syntax family, syntactic sugar (Array<Int> → [Int]), shorthand operators, identifier and type naming, TODO-ticket policy, file/function/line length, the whitespace family, unused closure parameters, implicit getters, redundant String enum values, legacy random, contains-over-first.

// ❌ if array.count == 0        ✅ if array.isEmpty
// ❌ let x: Array<Int> = []      ✅ let x: [Int] = []
// ❌ x = x + 1                   ✅ x += 1




Advisory, with safe autofix

Idiom rules are advisory — notes by default, because the gate blocks on correctness, not whitespace (you can escalate them in config if you want). Many carry a safe-subset suggestedFix, verified by round-trip tests: apply the fix, reparse, confirm the rule now stays silent. And there’s a migration path — quality-gate import-swiftlint reads your .swiftlint.yml, maps enabled rules to their native equivalents (thresholds carried over), translates custom_rules verbatim, and prints an honest report of what it couldn’t map. Even the migration tells the truth about its gaps.

// idiom:exempt suppresses a site — recorded as an override, never silent.



Try it

quality-gate --check idiom
quality-gate import-swiftlint      # migrate an existing .swiftlint.yml
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SmellPack

The generalist advisory suite: parameter counts, nesting depth, god objects, over-long types and closures — measured, stated, never enforced.



SmellPack is the catch-all for the metrics that don’t belong to any single correctness rule but still tell you something true about maintainability. Every finding is a note that states the measured value and the threshold — no drama, just a measurement you can act on or ignore.


What it measures

smell.parameter-count   — a function/init with too many parameters
smell.nesting-depth     — statement nesting inside one function body
smell.god-object        — a type with too many members (same-file extensions counted)
smell.type-length       — a type body spanning too many lines
smell.closure-length    — an over-long closure body

The god-object rule is the one I find most useful: it counts a type’s members including its same-file extensions, because splitting a 400-line class across three extensions in the same file doesn’t make it smaller — it just hides the size. Every metric flags strictly over its threshold, so a measurement exactly at the line is quiet, and every threshold is config-tunable.



Advisory by contract

SmellPack always reports .passed, whatever it finds. It’s advisory by design, matching the complexity and legibility precedent: smells inform, they never gate. A // smell:exempt on the flagged declaration’s line is recorded as an override — never silently dropped. The point isn’t to enforce a member count; it’s to make the shape visible so refactoring is a decision, not an accident.



Try it

quality-gate --check smells
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DuplicationAuditor

Copy-paste detection that took a 14,000-finding first run down to 11 genuine clones — the precision story, again.



Clone detection is where a static tool most easily embarrasses itself. Normalize too aggressively and every function that shares Swift’s grammar looks like a duplicate; normalize too little and a renamed copy slips through. DuplicationAuditor uses normalized token-stream sliding-window hashing with a deterministic FNV-1a hash (never String.hashValue, which isn’t stable across runs).


The 14,000 → 11 story

Dogfooded against quality-gate-swift itself, the first version emitted 14,000+ findings. Almost all were false positives: the tokenizer collapsed all literal content to a single LIT sentinel, so an ADR-YAML test and a Package.swift test — completely different data — reduced to a byte-identical token stream and “matched.”

Four fixes, on two axes:


	Precision. Normalize only identifiers (→ ID) and keep literal content verbatim — so a genuine copy (which preserves its literals) is distinguished from isomorphic-but-different code that merely shares the grammar. A diversity floor drops low-variety boilerplate; the minimum-token threshold rose; tests are excluded by default (parallel test structure is good design).

	Presentation. Report one diagnostic per clone class — all the maximal blocks sharing a normalized sequence, grouped into one row (222-token clone across 3 sites: A ≈ B ≈ C) — instead of N·(N−1)/2 pairwise rows.



Result: 14,000+ rows collapsed to 11, each a genuine 189–405-token clone (real auditor scaffolding worth refactoring), zero test-boilerplate noise.



The point, one more time

This is the whole thesis in a single checker. The value wasn’t the clever hashing — it was the days spent making the output trustworthy. Advisory by default (.note unless you escalate), because whether a clone is worth extracting is a judgment call. But an advisory tool that produces 14,000 findings gets ignored; one that produces 11 real ones gets acted on.



Try it

quality-gate --check duplication
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DocCoverageChecker

Every public symbol is a promise to a future reader. This checker makes sure the promise comes with an explanation.



A public API with no doc comment is a small debt: someone, someday, has to reverse-engineer what it does from its name and signature. DocCoverageChecker flags undocumented public symbols — and it’s precise about which ones actually count.


What it catches, and what it doesn’t

// ❌ undocumented public API
public func calibrate(_ input: Signal) -> Score { … }

// ✅ documented
/// Calibrates a raw signal into a normalized score in 0...1.
public func calibrate(_ input: Signal) -> Score { … }


It’s smarter than “does a /// exist above this line.” It detects inherited documentation — a protocol requirement’s doc carries to conformances, so you’re not forced to repeat yourself — and it ranks by usage priority, so the public API that everything depends on is flagged louder than a rarely-touched one. Documentation effort is finite; the checker points it where it pays off most.



The dogfooding moment I keep re-living

This is the checker that catches me the most. Twice this session, building the compliance-mapping layer, I shipped a batch of public types with no docs — and the gate flagged nine of them, in a project whose own doc-coverage checker exists to flag exactly that. Both times I documented them at the root rather than lowering the bar. A checker that flags undocumented public APIs is worthless if its own author gets a pass; the point is that nobody does, including the person who wrote the checker.



Try it

quality-gate --check doc-coverage
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DocLinter

Documentation that doesn’t build is worse than none — it fails at the least convenient moment. This checker builds the DocC and fails at commit time instead.



DocC is wonderful right up until a symbol link goes stale, a code fence is malformed, or a renamed type leaves a dangling reference. You usually find out when the documentation build breaks in CI, or when a reader clicks a link that goes nowhere. DocLinter moves that discovery to commit time: it builds the DocC and surfaces the errors as gate findings.


What it catches


	Broken symbol links (a `SomeType` that no longer resolves)

	Malformed directives and code fences

	Dangling references after a rename or a move

	The structural problems that only appear when DocC actually compiles the catalog



Because it builds the documentation rather than pattern-matching it, the findings are the same ones DocC itself would produce — no false positives from a heuristic that doesn’t understand the format.



A note on cross-module references

One hard-won detail worth passing on: in DocC, cross-module symbol references use single backticks, not double. It’s the kind of rule you learn once by breaking the build, and then a linter that catches it saves everyone else from learning it the same way. That’s the entire case for this checker — documentation is only an asset if it compiles, and “it compiles” should be a gate, not a hope.

doc-lint is one of the checkers commonly excluded from fast local runs (it’s slower, because it builds), then run in full before a push. Right tool, right cadence.



Try it

quality-gate --check doc-lint
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BuildChecker

The simplest checker in the suite, and the one everything else depends on: does it build, with zero warnings?



BuildChecker wraps swift build and captures every compiler error and warning as gate diagnostics. It sounds trivial, and mechanically it is — but it encodes a policy that isn’t trivial at all: a warning is a failure.

Most teams let warnings accumulate. First there are three, then thirty, then three hundred, and the signal is gone — nobody reads a build log with three hundred warnings, so the one that matters hides in the noise. quality-gate-swift runs with strict concurrency (-strict-concurrency=complete) and treats the whole thing as pass/fail: zero errors, zero warnings, or the commit doesn’t land.

The value is compounding. Because the count is always zero, a new warning is immediately visible — it’s the difference between 0 and 1, not 300 and 301. Keeping the number at zero is what makes the number meaningful.

Because it locks the SwiftPM build directory, BuildChecker runs sequentially, outside the parallel checker group — one of the few that opts out of concurrency. It’s usually the first thing to run and the foundation for everything after it: there’s no point auditing code that doesn’t compile.


Try it

quality-gate --check build
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TestRunner

It runs your tests — and then does two things a normal test run can’t: it remembers, and it provokes.



TestRunner wraps swift test, parsing both Swift Testing and XCTest results. That’s the table stakes. The interesting part is what it does around the run, and it comes straight from the Narbis stop-vs-completed race.


The flip detector — it remembers

A gate runs the suite on every commit, but each run is otherwise memoryless. It can’t tell “passed last time, fails now, no source change” from “always fails.” The flip detector fixes that: it persists a per-package pass/fail roster and, on the next run, flags any test whose outcome flipped while the package fingerprint was unchanged.

A flip on byte-identical source is a definitive signal of scheduler-dependent behavior — a race — not a code change. This is exactly the class the Narbis bug was: the two-consecutive-clean-runs flake policy correctly passed it (it was clean twice), but a single flip against an identical package is the alarm. The diagnostic names both commits, so the regression window is bounded, and it’s framed “scheduler-dependent behavior — find the window,” not “flaky test.”



Stress mode — it provokes

The flip detector is passive: it waits for a race to surface. Stress mode provokes one. Tests carrying a // TIMING: marker are self-identifying race candidates. On demand, the runner re-runs only those tests N times — optionally under a background CPU-contention harness sized to cores − 1 — and flags any test that wasn’t unanimous across the identical runs. Since every run shares one commit and one source tree, a non-unanimous outcome is a definitive race, stronger than a cross-commit flip.

The original Narbis race surfaced only when parallel package gates accidentally stress-loaded the scheduler. Stress mode makes that deliberate — and reproducible.



Try it

quality-gate --check test
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StatusAuditor

Drift between what your project documents claim and what the code actually is — with a verdict that can change even when the code doesn’t.



Project status docs rot. The roadmap says a feature is “in progress” months after it shipped; the architecture doc describes a module that was deleted; the changelog stops at last quarter. StatusAuditor compares the project’s status documents against its actual code state and flags the drift — and it supports --fix to reconcile the obvious cases.


The unusual part: an out-of-tree verdict

Most checkers are pure functions of the source: same commit, same result. StatusAuditor is different, and deliberately so. Its verdict depends on things outside the working tree — the project’s Master Plan (in a separate repo) and a 90-day staleness window. That means a completely static commit can flip from pass to fail simply because time passed or the plan changed elsewhere.

That’s not a bug; it’s the point. “Is this project’s stated status still true?” is a question the code alone can’t answer. A module that was accurate three months ago may be stale today with no line changed. By pulling in the external plan and the clock, the auditor catches the drift that a source-only checker structurally cannot.



Bootstrapping

For a project with no status docs yet, quality-gate --check status --bootstrap generates the initial set from the project’s actual state — so the baseline the auditor checks against reflects reality on day one, not an aspirational template.



Try it

quality-gate --check status
quality-gate --check status --bootstrap    # generate initial status docs
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DependencyAuditor

Package.resolved sync, branch pins, local overrides — and a rule made for the AI era: the hallucinated import.



DependencyAuditor keeps a package’s dependency story honest. It checks that Package.resolved is in sync, flags branch pins and local path overrides that shouldn’t ship, and — the rule I reach for most now — detects hallucinated imports.


The hallucinated import

An AI assistant writing Swift will confidently import SomeModule that doesn’t exist — a plausible-sounding name it inferred rather than a real dependency. It compiles in the assistant’s head and fails on your machine, sometimes with a confusing error far from the import. As more code is AI-drafted, this stops being rare.

The auditor parses every Package.swift manifest (via the AST, not regex) to build the set of modules the project actually declares, then checks every import against it:

import Foundation        // ✅ system
import BusinessMath      // ✅ declared in Package.swift
import QualityMetrics    // ❌ imported but declared nowhere — hallucinated?


Because it reads the manifests structurally, it works in monorepos with no root Package.swift — it discovers every manifest recursively and unions their targets. An import that resolves to none of them is flagged before the build fails somewhere less obvious.

This is a small rule with an outsized payoff in an AI-augmented workflow: it catches a specific, increasingly-common class of “code that looks right and isn’t” at the earliest possible moment.



Try it

quality-gate --check dependency-audit
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ReleaseReadinessAuditor

Missing changelog entries, README placeholders, TODO/FIXME pending-work markers — the small omissions that turn into embarrassing releases.



Every release has a checklist, and every checklist has the item everyone forgets. ReleaseReadinessAuditor is that checklist as code: it flags the artifacts that say “not actually ready” even when the tests are green.


What it catches


	Missing CHANGELOG entries — a batch of commits with nothing recorded in the changelog. The project’s own rule pairs a feature commit with its changelog entry; this enforces it.

	README placeholders — the TODO: description here, the <!-- fill in -->, the lorem-ipsum paragraph that shipped because nobody re-read the README before tagging.

	Pending-work markers — TODO, FIXME, XXX left in code that’s about to be released, so “I’ll come back to this” doesn’t silently become “this shipped.”



None of these are correctness bugs. They’re the difference between a release that looks finished and one that looks abandoned — and they’re exactly the things a human reviewer skims past because they’re focused on the code. A gate doesn’t skim.

The philosophy running through the whole project applies here too: the checklist that lives in a document gets skipped under deadline pressure; the checklist that’s a gate runs every time, including the time you’re in a hurry — which is precisely when you’d otherwise ship the placeholder.



Try it

quality-gate --check release-readiness
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SwiftVersionChecker

swift-tools-version validation and upgrade feasibility — because “works on my machine” often means “works on my toolchain.”



Swift toolchains drift. Your laptop is on 6.4; the build server is on 6.3.3; CI is on something else again. A Package.swift that declares a swift-tools-version newer than a target machine’s toolchain fails to resolve there — and the failure often looks like a mysterious dependency error rather than “your toolchain is too old.” SwiftVersionChecker validates the declared tools version and assesses whether an upgrade is feasible before that mismatch bites.


Why it matters more than it sounds

I run into this constantly: local Swift 6.4, a production server on 6.3.3, and features that build fine in one place and not the other. The rule of the workflow is to verify version compatibility first, before any deploy — because discovering a toolchain mismatch after you’ve shipped is expensive, and discovering it at commit time is free.

The checker keeps the declared swift-tools-version honest against what the project actually needs, and flags when a bump is being proposed that a target environment can’t yet support. It’s a small guardrail against a specific, recurring source of “it built for me” — the kind of drift that’s invisible until the one machine that matters can’t resolve the package.



Try it

quality-gate --check swift-version
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MemoryBuilder

Generating and validating the project memory an AI assistant loads at session start — because documentation tells you what the code does, and memory tells the assistant what it needs to know to help.



MemoryBuilder is a checker aimed squarely at the AI-augmented workflow. It generates structured .claude/memory files from the project’s actual state, and validates the ones that already exist. Six extractors pull the essentials: project profile, module architecture, conventions, active work, ADR summaries, and environment info.


The insight that surprised me

Traditional documentation describes what the code does, for a human who’ll read it linearly. Memory is different: it’s what an assistant needs to know up front to be useful in a fresh session — which repo, which machine, which conventions, what’s in flight — loaded before the first prompt, not discovered halfway through.

This turned out to be more valuable than the documentation. An assistant that starts a session already knowing the project’s conventions, the branch it’s on, and the work in progress makes far fewer of the wrong-repo, wrong-convention mistakes that otherwise eat the first twenty minutes of every session.



Regenerate-safe

Generated files carry frontmatter tags so they can be safely regenerated without destroying hand-written memory. The extractors refresh the machine-derivable facts (architecture, profile, environment) while leaving the human-authored notes (feedback, judgment calls) untouched. The result is memory that stays current without a person maintaining it — which is the only kind of documentation that actually stays current.



Try it

quality-gate --check memory-builder




Source: github.com/jpurnell/quality-gate-swift







SubmoduleAuditor

Git submodules are a reliable way to ship a repo that doesn’t build for anyone else. This checker keeps them honest.



Submodules fail quietly. A submodule pointer references a commit that was never pushed; a submodule sits on a detached HEAD that drifted; a .gitmodules entry points somewhere a fresh clone can’t reach. The person who set it up has the right state locally, so it works for them — and fails for everyone who clones after. SubmoduleAuditor catches these before they become someone else’s confusing clone failure.


What it checks


	Unpushed pointers — the superproject references a submodule commit that doesn’t exist on the remote, so a fresh clone can’t fetch it.

	Detached or drifted HEADs — a submodule that’s wandered off its intended ref.

	.gitmodules consistency — the declared URLs and paths matching the actual submodule state.



It’s a small, focused checker, and its value is entirely about other people’s clones. The failure mode it prevents is the worst kind of “works on my machine”: the code is correct, the tests pass, and the repo is still broken for the next person to check it out — because a pointer references a commit only your local copy has ever seen. A gate that runs on every commit catches the bad pointer while it’s still cheap to fix.



Try it

quality-gate --check submodule-audit




Source: github.com/jpurnell/quality-gate-swift







MCPReadinessAuditor

Model Context Protocol servers describe their tools in a schema and implement them in code. When the two drift apart, the model calls a tool that isn’t there.



An MCP server exposes tools to a language model: each tool has a declared schema — its name, its parameters, their types — and a corresponding implementation. The schema is a contract the model reads. If the schema advertises a parameter the implementation doesn’t handle, or the implementation expects an argument the schema never declares, the model calls the tool the way the schema promised and the call fails in a way that’s maddening to debug, because the description and the behavior disagree.

MCPReadinessAuditor cross-references the tool schema against the implementation and flags the mismatches:


	A schema parameter with no corresponding handling in the implementation

	An implementation reading an argument the schema never declares

	Type mismatches between the declared schema and the code that consumes it




Why a checker for this

As more of a codebase exists to be called by a model rather than by a human, the schema-implementation contract becomes load-bearing — and it’s exactly the kind of thing that drifts silently, because nothing forces the two to stay in sync. A human reviewer reads the schema or the code, rarely both side by side. The auditor reads both, every commit, and flags the moment they diverge — before a model discovers the gap the hard way. It’s a small, forward-looking checker for a workflow that’s increasingly common.



Try it

quality-gate --check mcp-readiness




Source: github.com/jpurnell/quality-gate-swift







AppIntentsAuditor

App Intents power Siri, Shortcuts, and Spotlight — and they fail in ways the compiler often accepts but the system rejects at registration.



Apple’s App Intents framework is protocol-heavy: an entity must conform just so, parameters need the right property wrappers, metadata protocols must be present. Get it subtly wrong and the code frequently compiles — then the intent doesn’t register, or registers without the behavior you expected, and you find out from a Shortcut that silently does nothing. AppIntentsAuditor checks the conformances at commit time.


What it checks


	Entity conformance — types meant to be App Intent entities actually conforming correctly, with the required identifiers and display representations.

	Parameter wrappers — parameters using the correct @Parameter wrappers and metadata rather than plain properties.

	Metadata protocols — the supporting protocol conformances the system needs to surface the intent.



Because it understands the App Intents structure through the AST, it can tell a properly-wrapped parameter from a plain property, and a complete entity conformance from one that’s missing the piece that only matters at registration.

This is a niche checker with a very specific payoff: the App Intents failure mode is uniquely frustrating because the feedback loop is so long — you don’t see the problem until you build, install, and try to invoke the intent from Shortcuts or Siri. Moving that check to commit time collapses a multi-minute test cycle into an instant gate finding.



Try it

quality-gate --check appintents-readiness




Source: github.com/jpurnell/quality-gate-swift







XcodeBuildChecker

Not every Swift project is a clean SwiftPM package. This checker drives xcodebuild for the ones that aren’t — and generates the IndexStore the deeper auditors need.



XcodeBuildChecker is opt-in — excluded from default runs unless you explicitly ask for it — because it’s for a specific situation: a project that’s an .xcodeproj/.xcworkspace rather than a plain SwiftPM package, or one that needs a real Xcode build to produce a usable IndexStore.


Two jobs


	Build validation. It drives xcodebuild and captures the result as gate diagnostics, so an Xcode-project build is gated the same way swift build is for a package.

	IndexStore generation. Several of the most powerful checkers — unreachable cross-module analysis, complexity amplification — depend on an up-to-date IndexStore to cross-reference symbols across the whole project. For projects where SwiftPM doesn’t produce one usable directly, this checker builds it.



That’s why it’s paired with the --auto-build-xcode flag: when an index-backed checker needs a fresh IndexStore and finds a stale one, the gate can drive xcodebuild to regenerate it rather than running against data it can’t trust.



Why opt-in

An xcodebuild invocation is slow and environment-specific — it shouldn’t run on every fast local gate. Keeping it opt-in (like disk-clean) means the default gate stays fast, and the heavier Xcode path runs only when a project actually needs it. Right tool, right cadence, explicit choice.



Try it

quality-gate --check xcode-build
quality-gate --check unreachable --auto-build-xcode    # regenerate the index if stale




Source: github.com/jpurnell/quality-gate-swift







DiskCleaner

Build-artifact and cache cleanup, as a checker — and a cautionary tale about what happens when a destructive tool runs at the wrong time.



DiskCleaner reclaims disk from build artifacts and caches — the .build directories, DerivedData, index caches that pile up across a portfolio of projects. It’s opt-in, excluded from default runs, and the reason it’s opt-in is a lesson worth telling.


The 61-error run that wasn’t

Once, while dogfooding the full suite with --check all, the gate reported 61 errors. Alarming — until I traced it. disk-clean had been included in the run, and it did exactly what it’s supposed to: it wiped .build. The next checker to run was the build checker, which now faced an empty build directory and reported the whole project as failing to compile. Sixty-one errors, all an artifact of a destructive cleanup running mid-gate, ahead of the checkers that needed the build tree it just deleted.

Nothing was actually wrong with the code. The “failure” was a sequencing accident: a tool that removes build state has no business running in the same pass as tools that depend on it.



The lesson, encoded

That incident is why disk-clean is opt-in and why the guidance is explicit: exclude disk-clean when dogfooding a full run. It’s a genuinely useful tool for reclaiming space across many checkouts — just not something you want firing automatically alongside the checkers that assume a built tree exists. The checker still ships; it just refuses to be a default, because a destructive default is a footgun waiting for a hurried --check all.



Try it

quality-gate --check disk-clean          # deliberate, opt-in cleanup




Source: github.com/jpurnell/quality-gate-swift







ConsistencyChecker

The checker that ends every gate run with a question the code alone can’t answer: is this decision consistent with everything the organization has learned?



Every other checker in the suite asks about the code in front of it. ConsistencyChecker asks about the code in front of it in the context of every decision that came before — and that makes it the seam where the Gate becomes the Mirror.


What it does

At the end of a gate run, it scores the current results against the Institutional Judgment System’s latest pulse — the statistical summary of the organization’s recent override and failure patterns. It asks three questions:


	Cluster match — does this failure match a known violation cluster? If the same rule has been failing and getting overridden for weeks across projects, that’s institutional drift, not a one-off.

	Anomaly pattern — does this checker’s failure rate deviate from the statistical baseline? A sudden spike might indicate a systemic issue.

	Unaddressed policy — was a policy change proposed for this pattern and never implemented? That’s institutional debt.



Each match is a ConsistencyFinding with a risk weight, and the score rolls up from 1.0 (fully consistent with institutional history) downward — with validity-aware discounting, so a finding based on 3 data points carries a quarter the weight of one based on 30+. A score of 0.85 means “mostly consistent.” A 0.4 means “this looks like drift — the pulse shows patterns you should know about.”



The bridge

So a gate run no longer just answers “does this pass?” It answers “does this pass, and is the decision to ship it consistent with what we’ve learned?” The first question is mechanical. The second is judgment — and ConsistencyChecker is where the mechanical gate reaches into the institutional memory and hands the judgment back to you, quantified.

That’s the whole thesis of the project in one checker: enforcement and memory, the gate and the mirror, in the same run. The rest of the story is in the Mirror posts.



Try it

quality-gate --check consistency




Source: github.com/jpurnell/quality-gate-swift







Part II — The Mirror




The Mirror

quality-gate is the gate. The Institutional Judgment System is the mirror — it captures the reasoning behind every override and feeds that memory back into the next run.



Every team makes judgment calls. A quality gate flags a warning and someone ships anyway. A safety check fails and a senior engineer overrides it with “we’ll fix it next sprint.” These moments — the overrides, the exemptions, the calculated risks — are where institutional knowledge lives and dies.

Most organizations treat them as noise. The override happens, the build ships, and the reasoning evaporates. Three months later a different engineer faces the same trade-off with zero context about what happened last time.

The Institutional Judgment System (IJS) — the org-judgement-system and its org-judgement-corpus — exists to fix that. It’s a four-layer feedback loop that captures override decisions, analyzes them statistically, detects recurring patterns, and feeds that institutional memory back into every subsequent gate run. It’s not a linter and it’s not a policy engine. It’s an organizational immune system.


The core insight is Ray Dalio’s

Bridgewater’s Principles describes a five-step loop for organizational learning: Goals → Problems → Diagnosis → Design → Doing. Most engineering tools stop at Problems — they tell you something is wrong. The IJS maps every override and failure through the full five steps, tracking not just what went wrong but which thinking capability broke down. A team that keeps failing at Diagnosis (they see the problem but misidentify the root cause) needs a different intervention than one failing at Design (they diagnose right but choose poorly).

That’s the Bridgewater move applied to software: turn vague “we need to do better” into specific “our diagnosis capability needs calibration.” Principles, made into algorithms, made into a machine.



Four layers, one loop

Layer 1 — Sensor. When a gate runs and someone overrides a failure, the system records a structured JudgmentCalibration: the override reasoning, a risk tier that determines who has authority to make the call, a root-cause analysis that separates the proximate cause from the decision process that failed, and mandatory red-team dissent — even when you’re right to override, you must articulate the counterargument. Root-cause adjectives describe processes, never people: “rushed,” “underspecified,” never “incompetent.” Learning without blame. A DecisionResponsibilityMatrix prevents decision compression — one person quietly occupying every role (architect, reviewer, override authority, sign-off) on a quick fix.

Layer 2 — Aggregator. A TelemetryWriter actor collects the raw decisions into a persistent, deterministic corpus. The design constraint is that every write is lossless: ISO-8601 dates, sorted JSON keys, human-readable paths. The corpus is built to be inspected by humans, not just machines. This is radical transparency as a file format.

Layer 3 — Refiner. Here the system starts thinking. It computes an InstitutionalPulse — trend analyses with confidence intervals, statistical anomalies at the 90th/95th/99th percentiles, violation clusters (the same rule overridden across projects for weeks), and human-readable calibration summaries. Every result carries a StatisticalValidity grade from the Central Limit Theorem: fewer than 3 samples is insufficient, 3–29 preliminary, 30+ valid. Early on, the system flagged “anomalies” from two data points — meaningless noise that eroded trust. Validity grading, and discounting scores by it, is what made the output trustworthy. (The principle is borrowed from how NASA’s Artemis program treats sparse sensor data.)

Layer 4 — PolicyDiscovery. The loop closes. On the next gate run, the PolicyDiscoveryAuditor compares current failures against the latest Pulse and asks: does this match a known violation cluster (institutional drift)? Does this checker’s failure rate deviate from baseline (a systemic issue, not a one-off)? Was a policy change proposed for this pattern and never implemented (institutional debt)? Each match is a ConsistencyFinding, and the ConsistencyScorer rolls them into a single score — 1.0 is “fully consistent with institutional history,” 0.4 is “this looks like drift; the Pulse shows patterns you should know about.” The discounting is validity-aware: a finding from 3 data points carries a quarter the weight of one from 30+.

So every gate run now ends with an institutional consistency score. The gate told you whether the code passes. The mirror tells you whether the decision is consistent with everything the organization has learned.



Believability, not approval

We first imagined an approval workflow for exemptions. In practice, what matters is the justification, not the sign-off. “This cluster match is expected — we’re mid-migration” is worth more than a rubber stamp, because the justification lets a future session judge whether the exemption still holds. That’s believability-weighting in the Dalio sense: input earns weight through recorded reasoning and track record, not through seniority.



The point

The IJS doesn’t replace human judgment — it makes it visible, trackable, and improvable. Every override is a learning event. Every Pulse is a progress report. Every consistency score is a mirror.

The question was never “how do we prevent bad decisions?” It was “how do we help an organization learn from the decisions it’s already making?”

The posts that follow go layer by layer — the corpus, the pulse, policy discovery, calibration and the judgment workbench, the trust service — and one essay on the deeper lineage: Principles as Software.



Built with Swift 6, strict concurrency, SwiftSyntax, BusinessMath’s statistics, and a deep suspicion of silent overrides.

Source: github.com/jpurnell/org-judgement-system







The Corpus

The institutional memory of the whole system is a git repository of plain, sorted, human-readable files. That’s not a limitation — it’s the design.



The Mirror only works if there’s somewhere for institutional memory to live. That’s the org-judgement-corpus: a git repository that accumulates every gate run’s telemetry, every override calibration, every weekly pulse, across every project in the portfolio.


The layout

org-judgement-corpus/
├── telemetry/     — raw per-run results, by project and date
├── snapshots/     — per-project daily state (SwiftZIP, org-judgement-system, …)
├── pulse/         — weekly institutional pulses (pulse/2026-06-07/, …)
└── manifest.yml   — the corpus's own description of itself

The Aggregator layer’s TelemetryWriter — an actor, so concurrent writes are safe — collects decisions into this deterministic hierarchy, organized by project, date, and timestamp.



Lossless, on purpose

The single most important design constraint is that every write is lossless and human-inspectable. ISO-8601 dates. Sorted JSON keys. Readable paths. No binary blobs, no opaque database, no schema you need a tool to read. You can cat any file in the corpus and understand what it says.

This is radical transparency implemented as a file format. Ray Dalio’s Bridgewater records its decision-making so it can be examined and learned from; the corpus does the same thing for an engineering organization, and it does it in the most examinable medium there is — sorted text in a git repo, with full history. Three months from now, when someone asks “why did we override that safety check in March,” the answer is a file, dated, with the reasoning intact, in the commit history.



One writer

There’s a deliberate rule: only the tool writes to the corpus. Hand-editing corpus files drifts them from the writer’s schema and poisons the provenance — so ijs-telemetry is the single writer, and that single-writer discipline is what keeps the corpus trustworthy enough to base decisions on. (Enforcing that — that only verified writers can commit — is the job of the Trust Service.)

A memory you can’t trust is worse than no memory. The corpus earns trust by being lossless, single-writer, and readable by a human at 2 a.m. without a special tool.



Source: github.com/jpurnell/org-judgement-corpus







The Pulse

The Refiner layer turns a pile of telemetry into a weekly institutional pulse — and its single most important feature is knowing when it doesn’t have enough data to speak.



The corpus accumulates raw decisions. The Refiner layer is where the system starts thinking: it performs statistical analysis over the corpus to produce an InstitutionalPulse — a weekly summary of organizational learning.


What’s in a pulse


	Trend analyses with confidence intervals, computed with BusinessMath’s statistical library.

	Statistical anomalies at the 90th, 95th, and 99th percentiles, detected via z-scores.

	Violation clusters — recurring patterns of the same rule being overridden across projects.

	Calibration summaries — human-readable bullet points of the week’s key decisions.



The pulses live in the corpus, dated (pulse/2026-06-07/), so the organization’s learning has a timeline you can read.



The discipline: StatisticalValidity

Here’s the design decision that mattered most. Early on, the system would flag “anomalies” based on two data points — statistically meaningless noise. It eroded trust fast: an anomaly detector that fires on two samples is an anomaly detector nobody believes.

So every statistical result now carries a StatisticalValidity grade, derived from the Central Limit Theorem: fewer than 3 samples is insufficient, 3–29 is preliminary, 30+ is valid. And scores are discounted by validity — a finding based on 3 data points carries a quarter the weight of one based on 30+.

The principle is borrowed from how NASA’s Artemis program treats sparse sensor data: don’t act on a signal you don’t have enough of. It sounds obvious, and almost no engineering-metrics tool does it. Most dashboards will happily draw you a trend line through two points and call it a pattern. The pulse refuses — and that refusal is what makes it trustworthy.



Why this matters for the loop

The pulse is the memory the next gate run consults. If it were noisy — flagging patterns that aren’t real — Policy Discovery would inherit the noise and every consistency score would be suspect. Validity grading is what keeps the whole feedback loop from amplifying its own false signals. The system would rather say “insufficient data” than cry wolf. That humility is the feature.



Source: github.com/jpurnell/org-judgement-system







Policy Discovery

The layer that turns institutional memory back into an input — so the next gate run knows what the last hundred did.



The corpus remembers; the pulse analyzes. Policy Discovery is where the loop closes: on the next gate run, the PolicyDiscoveryAuditor compares the current failures against the most recent pulse and asks whether what’s happening now is consistent with what’s been happening.


Three questions


	Cluster match. Does this failure match a known violation cluster? If the same rule has been failing and getting overridden for weeks across projects, this isn’t a one-off — it’s institutional drift, and the person overriding it right now should know they’re the fifth to do so.

	Anomaly pattern. Does this checker’s failure rate deviate from the statistical baseline? A sudden spike in safety violations might be a systemic issue — a bad dependency bump, a misunderstood API — not an isolated mistake.

	Unaddressed policy. Was a policy change proposed in response to this pattern, and never implemented? An unaddressed proposal is institutional debt: the organization noticed the problem, agreed on a fix, and then didn’t do it. Policy Discovery surfaces that debt every time the pattern recurs.





The score

Each match produces a ConsistencyFinding with a risk weight, and the ConsistencyScorer rolls them into a single number from 1.0 (fully consistent with institutional history) downward. The discounting is validity-aware — a finding built on 3 data points deducts a quarter of what one built on 30+ does, so the score inherits the pulse’s honesty about sparse data.

The result is the thing that makes this more than a linter: every gate run now ends with an institutional consistency score. 0.85 means “you’re mostly consistent with what the organization has been doing.” 0.4 means “this looks like drift — here are the patterns you should know about before you ship.”

The gate answered “does the code pass?” Policy Discovery answers “is shipping it consistent with everything we’ve learned?” — and hands that judgment back to the person at the keyboard. (The seam where this reaches into a live gate run is the ConsistencyChecker.)



Source: github.com/jpurnell/org-judgement-system







Calibration & the Judgment Workbench

The Sensor layer, up close: when someone overrides the gate, what does the system make them write down — and why does that make the organization smarter?



The whole loop starts here, at the moment of judgment. When a gate fails and someone decides to ship anyway, the Sensor layer records a structured JudgmentCalibration. It’s not a checkbox. It asks for four things, and each one is a deliberate design choice.


What an override has to answer


	A risk tier. How reversible and how consequential is this? The tier determines who has the authority to make the call — a tier-1 typo fix and a tier-3 architectural override are not the same decision, and shouldn’t require the same person.

	A root-cause analysis that separates the proximate cause (what happened) from the root cause (which decision process failed). “The test was flaky” is proximate; “we don’t have a deterministic-testing standard for async code” is root.

	Mandatory red-team dissent. Even when you’re right to override, you must articulate the counterargument — the strongest case against your own decision. This is the single most Bridgewater thing in the system: you don’t get to be right without having genuinely considered being wrong.

	Root-cause adjectives that describe processes, not people. “Rushed,” “underspecified” — never “incompetent.” Learning without blame isn’t softness; it’s the only way people will record honest root causes instead of defensive ones.



A DecisionResponsibilityMatrix prevents decision compression — the very human tendency for one person to quietly occupy every role (architect, reviewer, override authority, final sign-off) on a quick fix. The matrix assigns distinct people to distinct responsibilities based on the risk tier.



The workbench

None of this works if calibration is painful. The Judgment Workbench makes it reachable: an inbox of the run’s advisory findings that you can acknowledge in place (acknowledging one writes the marker line at the flagged location — the override becomes a recorded, searchable fact, not a memory), and a calibrate wizard that walks the fields and writes the artifact through the corpus transport. Judgment becomes something a human can do at the keyboard, in the flow, without leaving the tool.



Justification, not approval

We first imagined an approval workflow for exemptions. In practice, what matters is the justification, not the sign-off. “This cluster match is expected — we’re mid-migration” is worth more than a rubber stamp, because the justification lets a future session judge whether the exemption still holds. That’s believability-weighting in the Dalio sense: input earns its weight through recorded reasoning, not seniority. Every override is a learning event — but only if it’s forced to explain itself.



Source: github.com/jpurnell/org-judgement-system







The Trust Service

Institutional memory is only worth trusting if you know who wrote each entry — and if the high-stakes ones required more than one person to agree.



The corpus is single-writer for a reason: hand-edited memory drifts from the schema and loses its provenance. But “single-writer” raises a question — which writer, and how do you know? The Trust Service answers it, and it’s built demand-first: every piece improves the solo experience and costs nothing until a second writer actually appears.


Verified identity

A TokenStore issues random bearer tokens (shown once at issuance, stored SHA-256-hashed) so a CI writer can prove who it is. An IdentityEnvelope binds a verified token to a CI identity to the claims it’s asserting. So a corpus entry isn’t just “someone wrote this” — it’s “this verified actor wrote this, asserting these things,” recorded. That’s the provenance the whole system rests on.



Getting in sync

For high-stakes writes, one person agreeing isn’t enough. A ReviewPolicy (glob-matched rules) can require a second reviewer, and the ReviewQueue enforces it: a governed override holds as pending-review, and approving or rejecting it requires a distinct second identity — the submitter approving their own override is a typed error, not a policy someone might forget. Where a policy is absent, the behavior is exactly today’s solo experience; the machinery only engages when the stakes call for it.

This is Bridgewater’s “getting in sync” as code: a disagreement, or a consequential call, is resolved through a defined process with named participants — not by whoever has commit access and a deadline.



Held, never lost

A governed write that goes to review persists its artifact byte-faithful in a spool until the review is decided. Approval applies the original operation; rejection discards it; and a spool failure downgrades a hold to a rejection — because accepting a write we couldn’t preserve would be worse than refusing it. “Held, never lost” is a claim about the artifact, not just the record.



The tripwire

A WriterCensus watches for the moment the organization stops being one person: two distinct verified persons writing within 30 days trips a standing “second-writer” warning in every gate run. The controls above don’t force themselves on a solo developer — they arrive exactly when a team does. The system grows the governance it needs, when it needs it, and not before.



Source: github.com/jpurnell/org-judgement-system







Principles as Software

Where the Institutional Judgment System comes from, and why Ray Dalio’s Principles turns out to be a surprisingly good specification for engineering tooling.



The Mirror isn’t a neutral piece of infrastructure that happens to resemble Bridgewater. It was built from Bridgewater — from the conviction, at the center of Ray Dalio’s Principles, that an organization’s decision-making can be made explicit, examined, and improved like any other system. This post makes the lineage explicit, because the borrowed ideas are load-bearing, not decorative.


Principles → algorithms → a machine

Dalio’s central move is a progression. First you write down your principles — the criteria you actually use to make a recurring kind of decision. Then, where you can, you turn those principles into algorithms — explicit, repeatable procedures. And the algorithms, running together, become a machine — a system that produces outcomes you can evaluate.

The crucial consequence: when the output is bad, you diagnose the machine, not the person. A bad outcome is a design problem in the decision-making system, not a character flaw in whoever was standing there when it happened.

That progression is the entire architecture of this project. The Gate is principles-as-algorithm at its most literal: “no force-unwrap in production” stops being a principle you hold and becomes a rule that runs. The Mirror is the machine around it — the loop that watches the decisions the algorithm can’t make and feeds them back. And the design commitment that outcomes are the machine’s fault, not the person’s, shows up as a concrete rule: calibration root-cause adjectives describe processes — “rushed,” “underspecified” — never people. You cannot write “incompetent.” The tool won’t let you, because Dalio’s machine won’t let you.



The five-step loop

Principles describes a five-step process for getting what you want: Goals → Problems → Diagnosis → Design → Doing. Most engineering tools stop at Problems — they tell you something is wrong and leave. The IJS maps every override and failure through all five, which means it tracks not just what broke but which thinking capability did.

That taxonomy is more useful than it sounds. A team that consistently fails at Diagnosis — it sees the problem but keeps misidentifying the root cause — needs a completely different intervention than one that fails at Design — it diagnoses correctly but keeps choosing poor solutions. Without the model, both look like “we need to do better.” With it, one becomes “our diagnosis capability needs calibration” and the other “our design options are too narrow.” Vague guilt becomes a specific, addressable weakness.



Idea meritocracy and believability

Bridgewater’s most famous idea is the idea meritocracy: the best idea wins, not the most senior person’s idea — and inputs are weighted by believability, a person’s demonstrated track record in the relevant domain. The point isn’t to be egalitarian; it’s to be accurate, by trusting the people who’ve earned trust where they’ve earned it.

In the Mirror, believability is why the system tracks justifications rather than approvals. We nearly built an approval workflow and realized it was the wrong instinct. A rubber stamp carries no information. A recorded justification — “this cluster match is expected, we’re mid-migration” — lets a future reader judge whether the reasoning still holds, and lets the corpus accumulate a track record of whose reasoning tends to survive contact with reality. That’s believability, built from evidence over time, exactly like Dalio’s “dot collector” and baseball cards — except the dots are recorded decisions in a git repo, and the track record writes itself.



Radical transparency

Bridgewater records nearly everything and makes it examinable, on the theory that you can’t learn from decisions you can’t see. The corpus is that principle rendered as a file format: lossless, sorted, human-readable, single-writer, full git history. “Recorded, never silent” — the rule that governs every exemption in the Gate — is the same principle at the level of a single line of code. Nothing important happens in the dark, at either scale.



Getting in sync

When people disagree, or when a call is consequential, Bridgewater resolves it through a defined process with named participants rather than by authority or avoidance. The Trust Service’s second-reviewer rule — a governed override held as pending-review until a distinct second identity approves it — is “getting in sync” with a type system: the submitter approving their own high-stakes override isn’t a discouraged habit, it’s a compile-time error.



What software can’t do

Here’s the honest limit. None of this manufactures the culture. A team that doesn’t want to record honest root causes will write defensive ones; a team that punishes the person instead of diagnosing the machine will hollow out the calibrations until they say nothing. Dalio’s ideas are cultural first and mechanical second, and no amount of Swift changes that.

What the software can do is make the discipline cheap and the memory durable. It removes the two most common excuses — “it’s too much overhead” and “we didn’t write it down at the time” — by making the overhead a wizard in the flow and the writing-down automatic and permanent. It can’t make an organization want to learn. It can make learning the path of least resistance for an organization that does.

That’s the whole ambition, and it’s a modest one when you say it plainly: the Gate makes it hard to ship code that violates your standards; the Mirror makes it hard to forget why you decided to anyway. Mechanical certainty for the decisions a rule can make; durable, examinable memory for the ones only a person can. Principles, turned into algorithms, turned into a machine — and then, deliberately, handed back to the humans it’s there to serve.



Source: github.com/jpurnell/org-judgement-system







Part III — Compliance




Coverage, Not a Compliance Badge

SOC 2, ISO 27001, and HIPAA are natural things to want a quality gate to check. The trap is a green “compliant” badge — so quality-gate-swift refuses to print one.



It started as a reasonable question: do ISO 27001, SOC 2, and HIPAA make sense as quality-gate checkers? They do — but only if you’re honest about what a static analyzer can actually see, and the honesty is the entire design.


The trap

A checker that prints SOC 2: PASS ✓ would be the most dangerous thing this tool ever emitted. These frameworks are overwhelmingly organizational — risk registers, access reviews, incident response, vendor management — audited by people over a period of time. A static analyzer sees maybe 5–15% of any of them: the technical safeguards that live in source code. Asserting compliance from that thin slice manufactures false assurance, which is the exact inverse of the precision principle the whole tool is built on — and a real legal-liability risk.

So the framing is not “compliance checkers.” It’s technical-control checkers that produce audit evidence, mapped to specific control IDs, with an explicit scope boundary. The tool reports coverage, never compliance.



What it actually enforces

Much of it you already enforce without labels. security.insecure-transport is HIPAA §164.312(e) and SOC 2 CC6.6 and ISO A.8.24. keychain-secrets is HIPAA §164.312(a)(2)(iv) and SOC 2 CC6.1. Your fp-safety and concurrency checkers are SOC 2 Processing Integrity. And the gate itself — running on every commit, blocking, recording justified exemptions — is a SOC 2 change-management control producing per-commit audit evidence.

A control-mapping checker keeps the mapping honest, the same way dependency-audit catches hallucinated imports: a mapping to a rule that doesn’t exist, or a control no catalog defines, is an error. The mapping can’t drift from reality.



The honest report

quality-gate compliance renders a coverage matrix across HIPAA §164.312, SOC 2, and ISO 27001 — every control in one of four honest states:

[enforced]     — a real rule enforces it (listed)
[evidence-only]— the gate's own operation is the evidence
[out-of-scope] — beyond static analysis; requires process evidence
[gap]          — checkable but not yet mapped

Every rendering leads with the disclaimer: this is technical-control coverage by static analysis, NOT an assertion of compliance. Out-of-scope controls — HIPAA’s audit controls, integrity — are listed, never hidden. On the shipped slice: 12 enforced, 2 evidence-only, 2 out-of-scope. That refusal to overclaim is the trust anchor and the liability shield, both.

The tool never tells you you’re compliant. It shows you exactly what static analysis enforces, evidences, and cannot reach — and won’t blur the line. That honesty is what makes it useful to an auditor instead of a hazard.



Source: github.com/jpurnell/quality-gate-swift







PrivacyManifestChecker

A missing or malformed PrivacyInfo.xcprivacy is an automatic App Store rejection — discovered at submission, mid-release-crunch, unless you move the check left.



Apple requires a privacy manifest in app bundles, and (post-2024) apps using required-reason APIs must declare a reason. Get it wrong and the feedback arrives at the worst possible moment: you submit, you wait, and the build bounces. privacy-manifest moves that discovery to commit time.


Opt-in by detection — the whole design

The hardest part of this checker isn’t validating a plist; it’s not firing on the wrong project. A pure SPM library has no App Store obligation, and flagging a library for a manifest it never needs would train people to disable the checker. So it’s opt-in by detection: it does nothing unless it positively identifies an app target — an Info.plist with CFBundleExecutable plus a launch/scene manifest, an .xcodeproj declaring an application product type, or an explicit appTargets config entry.

The risk is deliberately biased toward under-flagging: a missed app manifest is still caught by Apple; a nagged library erodes trust in the whole gate. When there’s genuine doubt, it stays quiet.



What it checks, when it acts

missing PrivacyInfo.xcprivacy  → error   (an app with no manifest)
unparseable manifest           → error
missing a top-level key        → warning (NSPrivacyTracking, …CollectedDataTypes, …)

File scans skip hidden trees (.build, .git) so a vendored Info.plist can’t misfire the app detection. On this repo — a CLI tool, not an app — it correctly reports SKIPPED.



A compliance control too

privacy-manifest is one of the technical-control checkers in the compliance mapping, tied to the SOC 2 privacy-notice criterion (P1.1) — a privacy manifest is, after all, a machine-readable notice of what data an app collects. It’s a good example of a checker that catches a concrete shipping failure and produces evidence for a control, from the same AST-and-plist walk.



Try it

quality-gate --check privacy-manifest




Source: github.com/jpurnell/quality-gate-swift







standards-watch

A control mapping is only as current as the standard it maps. standards-watch turns silent regulatory drift into a dated alert — by reading the law directly.



Here’s the problem with a compliance mapping: the standards move. HIPAA gets amended; SOC 2’s criteria get revised; ISO publishes a new edition. If the mapping doesn’t notice, it silently describes a world that no longer exists. standards-watch is the monitor that makes drift impossible to miss. It’s detect-and-alert only — it never edits a catalog; a human reconciles and re-stamps.


Reading the law

For HIPAA, it doesn’t scrape a web page — it hits the federal eCFR versioner API for §164.312 of Title 45. The API normalizes the date out of the returned content, so the SHA-256 of the section text is stable day-to-day but changes the moment the rule is actually amended. That’s exactly the drift signal. The catalog stores the last-observed hash; when today’s fetch differs, the check reports DRIFTED and exits non-zero — so a scheduled job can alert.

It’s armed and proven end-to-end: first run seeds the hash and reports seeded; the next run reports unchanged; and the tool’s own hash matches shasum -a 256 on the API body. If §164.312 is ever amended, you’ll know the week it happens, not at your next audit.



Early warning from the Federal Register

Even better: it reads the Federal Register for proposed rules touching 45 CFR 164 — filtered by CFR reference, not a noisy keyword search — and surfaces the latest one as an advisory. So a HIPAA rulemaking is on your radar before it takes effect. (Run live, it surfaced the January-2026 HIPAA Privacy Rule modification NPRM.)



Honest about what it can’t fetch

SOC 2 and ISO are copyrighted and not machine-readable, so they report manual — “re-verify against the cited source.” The tool doesn’t pretend to watch what it can’t legally read. That’s the same honesty as the coverage report: automate detection where you can, be explicit where you can’t, and never fake certainty. It ships with a weekly launchd job so the whole thing runs unattended.



Try it

quality-gate standards-watch      # exits non-zero on drift; schedule it




Source: github.com/jpurnell/quality-gate-swift







Three Frameworks, One Honesty

Putting it together: what a single AST-based gate can — and can’t — tell you about SOC 2, ISO 27001, and HIPAA at once.



The individual pieces — the checkers, the mapping and report, privacy-manifest, standards-watch — add up to something worth stepping back to see: a single quality gate that speaks all three frameworks’ languages, from one set of rules, without ever claiming more than it knows.


The same rule, three control IDs

The elegant part is how little duplication there is. One AST rule maps to many controls, because the frameworks are describing the same underlying technical safeguards in different vocabularies:




	Rule
	HIPAA
	SOC 2
	ISO 27001





	security.insecure-transport
	§164.312(e)
	CC6.6
	A.5.14



	keychain-secrets
	§164.312(a)(2)(iv)
	CC6.1
	A.8.24



	logging.*
	— (audit)
	CC7.2
	A.8.15



	fp-safety, concurrency
	—
	PI1.1
	—



	the gate itself
	—
	CC8.1
	A.8.25





Write the rule once; it enforces a control in three frameworks at once. The mapping stores only control IDs, our own paraphrase, and the official citation for the copyrighted frameworks — never redistributed text.



The shape of the coverage

Run quality-gate compliance and you get the honest picture across all three: 12 enforced, 2 evidence-only, 2 out-of-scope, 0 gap. The out-of-scope controls — HIPAA’s audit controls and integrity — are named, not hidden, because “we can’t check this statically” is a finding, not something to paper over. The evidence-only ones — change management, secure development — are covered by the gate’s own operation: the fact that it runs on every commit, blocks, and records its exemptions is the control.



Why this is the right ceiling

A tool that claimed to make you SOC 2 compliant would be lying — compliance is an attestation about people and process over time, and no static analyzer earns it. What this earns instead is genuinely valuable: continuous, per-commit evidence that the technical controls are actually in force, mapped to the IDs an auditor uses, with the gaps stated plainly and the standards themselves watched for drift.

That’s the whole compliance story, and it’s the same story as the rest of the tool: the gate enforces what it can prove, the report shows exactly what that covers, and neither one pretends to cover what it can’t. Coverage, not a badge — three frameworks, one honesty.



Source: github.com/jpurnell/quality-gate-swift





